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Cybersecurity Is a team effort
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Ransomware is in the news
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Actually, ransomware has been in the news for a while
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Who's attacking our systems?

 Sponsored by nations like Russia, Iran, China
 Hacking networks

 “Anonymous”

e Randoms on the Dark Web
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What's the dark web?

Accessed using a network
called Tor, websites are on
sites with .onion domains.
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Your people are your #1 risk
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You are only as strong as your weakest link

All team members must be
trained.
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Phishing attacks

Trusted logo

When you receive an emaill

that enCOurageS yOU -tO - — Non-personalized greeting
click on a false link. The
fake website then gathers *—Update account fink

your username and
password.
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Phishing attacks The URL gives it away.
g _—

The website you’re taken to looks real.
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Protect Against Phishing

* |f you get a link from a service you use, don’t click the link.
Type the address into the browser and login in manually. /-
» Use software with strong spam filters like Gmail or Office 365.

* Consider using SaneBox as well.

e Use two-factor authentication.

* |If you think you fell for a phishing attack, reset your password
for that service & notify your system administrator.
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Phishing + Social Engineering = Spear Fishing

Spear fishing are targeted attacks on
iIndividuals.

A spear fishing email is more
convincing and seems like it was meant
for you.

Instead of a link, the email may have a
malicious attachment.
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Protect Against Spear Phishing

 Beware any emails that aren’t formatted the same as an emall
typical from the sender.

e Make sure that the email address and name match the
senders.

e Use two-factor authentication.

 Make sure your email program has virus scanning software
Installed and up to date.
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Two-Factor Authentication

You know those codes you have to
type in?

THEY KEEP YOU SAFE.
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Make sure your software is up-to-date

Click Apple -> System Preferences -> Software Update

Click Start > Settings > Update & Security > Windows
Update
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CRITICAL: Keep your software up-to-date

* Apple and Microsoft send out security updates FOR A
REASON.

* They patch unknown and known vulnerabilities.

 Most ransomware attacks exploit systems that haven’t been
updated.

888-432-1529 rocketmatter.com




Most attacks are entirely preventable

“This attack demonstrates the degree to
which cybersecurity has become a
shared responsibility between tech
companies and customers. The fact that
SO many computers remained vulnerable
two months after the release of a
patch illustrates this aspect. As
cybercriminals become more
sophisticated, there is simply no way for
customers to protect themselves
against threats unless they update
their systems.” - Microsoft, 2017
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Password protect computers and phones
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Password Policy iIs Critical

Most common passwords in the US are
“123456" and “password”
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Larry's Password Tips

* Use numbers or symbols in place of
similarly shaped letters: 3 for E, @
for A, $for S, 1 forl, 7 for T, 2 for Z. PlzzadFree!

e Use 2, 4, 8 as words Slghts2See

e Combine words 18TheClndy

* No-no’s: birthdays or pets
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But better yet - use a password tool

» Stores encrypted passwords

* Allows you to push
password changes to your
team

 Available on Mac, PC,
phones, etc.
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Use encryption whenever possible
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Use encryption whenever possible (http

PAUL K. CHARLTON
United States Attorney
District of Arizona

SUZANNE M. CHYNOWETH
Assistant U.S. Attorney

Arizona State Bar No. 6835

Two Renaissance Square

40 North Central Avenue, Suite 1200
Phoenix, Arizona 85004-4408
Telephone: (602) 514-7500
Facsimile: (602) 514-7760

E-Mail: suzanne.chynoweth@usdoj.gov

UNITED STATES DISTRICT COURT

DISTRICT OF ARIZONA

Alexander Jung,
Plaintiff,
v.

John Potter, Postmaster General, U.S. Postal
Service,

Defendant.

Defendant, John E. Potter, pursuant to Fed.R.Civ.P. 56 and L.R. Civ. 56.1, submits the
following Statement of Facts in support of his Motion for Summary Judgment filed herewith.

This Statement of Facts (“SOF”) is supported by Exhibits A through KK as set forth in the

attached Index to Exhibits.

Background Re: Plaintiff

1. Plaintiff, Alexander Jung, is a Korean-American male born February 1,

1965, who served in the United States Army from October 29, 1986 until October 29, 1989.

[Plaintiff’s Statement of Facts, § 1.]

2. During and after the Army, Plaintiff reported problems with his knees and
claimed that he suffered a service connected disability for which he sought benefits from the
Department of Veterans Affairs (VA) in 1995, but was not awarded any disability benefits until

July 13, 2000, when the VA increased his level of service connected disability for each knee
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OF HIS MOTION FOR SUMMARY
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HTTPS - Secure Browsing
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Thank You!
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Approved for 1 hour of General CLE including 1.0 hours
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